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DESCRIPTION 

RECORD MEDIUM, RECORDING AND /OR REPRODUCING METHOD FOR 
RECORD MEDIUM, AND RECORDING AND /OR REPRODUCING 
APPARATUS FOR RECORD MEDIUM 
Technical Field 

The present invention relates to a recordable 
record medium, a recording and/or reproducing method 
for a record medium, and a recording arid/or reproducing 
apparatus for a record medium, in particular, to those 
that allow a recorded content to be copyrighted. 
Background Art 

In recent years, optical discs as large 
capacity record mediums have been developed. For 
example, CD (Compact Disc) on which music data is pre- 
recorded, CD-ROM on which computer data is recorded, 
and DVD {Digital Versatile Disc or Digital Video Disc) 
with which video information is handled are known. 
These optical discs are read-only discs. Recently, 
optical discs such as CD-R ( CD- Recordable ) , CD-RW (CD- 
Rewritable), DVD-R { DVD- Recordable ) , DVD+RW (DVD- 
Rewritable), and DVD-RAM (DVD-Random Access Memory) on 
which data can be written one time or data can be 
rewritten are being practically used. 

Some contents such as video data and/or audio 
data recorded on data record mediums such as optical 
discs should be copyrighted. To copyright such 
contents , an encryption technology is used. In the 



encryption technology, besides encrypted data of 
content , key information composed of key information 
necessary for decrypting the encrypted data of content 
and control information for controlling a generation 
number of which a content can be copied is used. For 
example, on a read-only optical disc on which encrypted 
data of content has been recorded, key information has 
been also recorded thereon. When data is reproduced 
from such an optical disc using a reproducing apparatus , 
it reproduces the key information and decrypts the 
encrypted data of content using the reproduced key 
information . 

When an optical disc is of recordable type 
(that means a one-time recordable optical disc or a 
rewritable optical disc; this definition applies to the 
description that follows), information can be pre- 
recorded in a pit form. When an optical disc has a 
portion in which information cannot be rewritten 
(hereinafter this portion is simply referred to as ROM 
portion), key information can be recorded to the ROM 
portion. With the key information, data of content is 
encrypted. The encrypted data of content can be 
recorded on the disc. As a real example, the ROM 
portion may be disposed at the innermost peripheral 
portion of the disc, a pit portion used for a track 
servo and formed at predetermined intervals of tracks , 
or the like . 



A technology of which information necessary 
for generating key information rather than key 
information itself is recorded to a ROM portion has 
been disclosed. For example, as a technology for 
preventing a DVD from being illegally copied has been 
disclosed. In the technology, media ID data is 
recorded in a reproduction only region (ROM portion) 
formed at an innermost peripheral portion of a 
rewritable DVD. A hash value of the media ID data and 
MKB (Media Key Block) is encrypted as key data. The 
key data is recorded on the disc along with encrypted 
data of content . The media ID data is a value that is 
unique for each disc. In addition, since the user 
cannot rewrite the media ID data, even if he or she 
illegally copies the data portion to another disc, the 
media ID data of the copied disc is different from the 
media ID data of the original disc. Thus, it is 
impossible to decrypt the data portion recorded on the 
copied disc. 

There is a probability of which a hacker 
illegally obtains key information. In such a case, it 
is necessary to update the key information to new one. 
Thus, whenever key information is updated, new key 
information is added. Consequently, the data amount of 
the key information in the ROM portion increases. As a 
result, the data record capacity of the optical disc 
decreases . 



Since rewritable data record mediums - for 
example optical discs such as above-described CD-R and 
CD-RW - do not have a ROM portion in which key 
information can be recorded, the method of which key 
information is recorded to the ROM portion (namely, 
user is prohibited from rewriting key information) 
cannot be used. Thus, before such discs are shipped, 
the producer side may record key information to 
individual optical discs. However, in such a method, 
not only the data record capacity of the optical discs 
decreases, but the labor performed by the producer side 
increases. As a result, the production cost of the 
optical discs rises. 

Therefore, an object of the present invention 
is to provide a record medium, a recording and/or 
reproducing method for a record medium, and a recording 
and/or reproducing apparatus for a record medium that 
allow updated key information not to increase a record 
data amount thereof. 

Another object of the present invention is to 
provide a record medium, a recording and/or reproducing 
method for a record medium, and a recording and/or 
reproducing apparatus for a record medium that allow 
information such as key information necessary for 
decrypting data to be recorded even if a disc for use 
is a rewritable optical disc that does not have a ROM 
portion . 



Disclosure of the Invention 

To solve the above-described problem, the 
invention of claim 1 is a recording and/or reproducing 
method for a record medium, the method comprising the 
steps of reading type information from the record 
medium when data is recorded or reproduced to or from 
the record medium on which at least the type 
information has been recorded, reading type information 
from a recording and/or reproducing apparatus for the 
record medium, comparing the type information that has 
been read from the record medium with the type 
information that has been read from the apparatus, and 
performing a recording or reproducing process for the 
record medium using information corresponding to the 
type information stored in the apparatus when the type 
information that has been read from the record medium 
matches the type information that has been read from 
the apparatus . 

The invention of claim 11 is a recording 
and/or reproducing method for a record medium, the 
method comprising the steps of reading address 
information from the record medium when data is 
recorded or reproduced to or from the record medium on 
which the address information has been recorded, the 
address information including at least type information, 
extracting type information from the address 
information that has been read, reading type 



information from a recording and/or reproducing 
apparatus for the record medium, comparing the type 
information that has been extracted with the type 
information that has been read from the apparatus , and 
performing a recording or reproducing process for the 
record medium using information corresponding to the 
type information stored in the apparatus when the type 
information that has been extracted matches the type 
information that has been read from the apparatus. ~ 

The invention of claim 23 is a recording 
and/or reproducing apparatus for a record medium, the 
apparatus comprising a head portion for scanning the 
record medium on which at last type information has 
been recorded, a signal processing portion for 
supplying record data to be recorded on the record 
medium to the head portion and performing a decoding 
process for data that has been read from the record 
medium by the head portion, a storing portion for 
storing type information and information corresponding 
thereto, and a controlling portion for reading the type 
information from the record medium, reading the type 
information from the storing portion, comparing the 
type information that has been read from the record 
medium with the type information that has been read 
from the storing portion, and causing the processing 
portion to perform a recording or reproducing process 
for the record medium using information corresponding 



to the type information stored in the storing portion 
when the type information that has been read from the 
record medium matches the type information that has 
been read from the storing portion when data is 
recorded or reproduced to or from the record medium. 

The invention of claim 32 is a record medium 
on which address information including type information 
that represents a generation of information for 
performing an encrypting process for at least data to 
be recorded has been recorded. 

The invention of claim 36 is a recording 
and/or reproducing method for a record medium, the 
method comprising the steps of reading type information 
of key information from the record medium when data is 
recorded or reproduced to or from the record medium on 
which at least the type information of the key 
information has been recorded, reading type information 
of key information from a recording and/or reproducing 
apparatus for the record medium, comparing the type 
information that has been read from the record medium 
with the type information that has been read from the 
apparatus, and controlling a recording or reproducing 
operation corresponding to a compared result of the 
comparing step. 
Brief Description of Drawings 

Fig. 1 is a block diagram showing the overall 
structure of a disc drive according to an embodiment of 



the present invention; Fig. 2 is a schematic diagram 
showing wobbled grooves according to the embodiment of 
the present invention; Fig. 3 is a schematic diagram 
showing enlarged wobbling grooves according to the 
embodiment of the present invention; Fig. 4 is a block 
diagram showing an example of the structure for 
obtaining wobbling information; Figs. 5A and 5B are 
schematic diagrams showing one example and another 
example of an address format; Fig. 6 is a schematic 
diagram showing the content of information represented 
by most significant bits of one example of the address 
format; Fig. 7 is a schematic diagram showing the 
contents of successive frames of a lead-in area of one 
example of the address format; Fig. 8 is a block 
diagram showing an encrypting function of a controlling 
portion in a recording mode according to the embodiment 
of the present invention; and Fig. 9 is a flow chart 
for explaining an encrypting process of the controlling 
portion in the recording mode according to the 
embodiment of the present invention. 
Best Modes for Carrying out the Invention 

Next, an embodiment of the present invention 
will be described. According to the embodiment, the 
present invention is applied for a CD-RW disc or a CD-R 
disc. With reference to Fig. 1, an example of a 
recording and/or reproducing apparatus {hereinafter, 
simply referred to as drive) for a CD-RW disc will be 
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described. In Fig. 1, reference numeral 1 represents 
an optical disc - for example CD-RW. The optical disc 
1 is rotated at constant linear velocity or constant 
angular velocity by a spindle motor 2 . To record data 
to the optical disc 1 and read data from the optical 
disc 1, an optical pickup 3 is disposed. The optical 
pickup 3 is traveled in the radius direction of the 
optical disc 1 by a feed motor 4 . 

The optical disc 1 according to the 
embodiment is a phase change type disc of which data is 
recorded by laser light with an output level necessary 
for recording the data and reproduced corresponding to 
a change of the amount of laser light reflected by the 
optical disc 1. The material of a disc substrate on 
which a record film composed of the phase change record 
material of the optical disc 1 is coated is for example 
polycarbonate. By injection forming the polycarbonate, 
the disc substrate on which track guide grooves called 
grooves are pre -formed is formed. The grooves formed 
on the disc substrate are also called pre- grooves 
because they are pre -formed. A portion between two 
adjacent grooves is called land. The grooves are 
successively formed in a spiral shape from the inner 
periphery to the outer periphery of the ■ optical disc 1 . 
The present invention is not limited to the phase 
change type discs . Instead, the present invention can 
be applied for magneto optical discs and write once 



type discs using an organic coloring matter as a record 
material as long as they are recordable , 

As shown in Figs . 2 and 3 , grooves are 
wobbled in the radius direction of the optical disc 1 
so that they are used for controlling the rotation of 
the optical disc 1 and used as a reference signal for 
recording data. Data is recorded in grooves or both 
grooves and lands. In addition, as wobble information 
of grooves, absolute time information as address 
information is successively recorded. In a CD-R disc 
or a CD-RW disc, with reference to absolute time 
information as address information extracted as wobble 
information from grooves, a desired write position of 
the optical disc 1 is detected. The optical pickup 3 
is traveled to the detected write position. Laser 
right is radiated from the optical pickup 3 to the 
optical disc 1. As a result, data is written to the 
optical disc 1. 

The optical disc 1 having such wobbled 
grooves is produced in the following manner. A 
mastering apparatus radiates laser light to a photo- 
resist layer coated on an original disc. In addition, 
the mastering apparatus deflects or swings the laser 
light in the radius direction of the original disc and 
thereby forms wobbled grooves that contain address 
information, clock information, and so forth. The 
mastering apparatus performs a developing process and 
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an electrically casting process for the photo-resist 
layer exposed with the radiated laser light and thereby 
forms a stamper. With the stamper, an injection 
molding process is performed. As a result, a disc 
substrate having wobbled grooves is formed. A phase 
change type record material is coated on the disc 
substrate by a spattering method or the like. As a 
result, an optical disc is produced. As will be 
described later, according to the embodiment of the 
present invention, in an area for address information, 
key information necessary for decrypting encrypted data 
and a version number for managing the key information 
are recorded. 

Returning to Fig. 1, data to be recorded - 
for example, audio and/or video data - is supplied to 
the drive through an interface 14. An 
encrypting/decrypting block 5 is connected to the 
interface 14. When data is recorded, the 
encrypting/ decrypting block 5 performs an encrypting 
process for the input data. When data is reproduced, 
the encrypting /decrypting block 5 performs a decrypting 
process for data that is read from the optical disc 1. 
As will be described later, key information necessary 
for decrypting/encrypting data is supplied from a 
controlling portion 13. The encrypting/decrypting 
block 5 is controlled by the controlling portion 13 so 
that the encrypting/decrypting block 5 does not encrypt 



data that is not necessary for the encrypting process. 

Encrypted data of content that is output from 
the encrypting /decrypting block 5 is supplied to an 
encoder/decoder block 6, A buffer memory 7 is 
connected to the encoder /decoder block 6. The buffer 
memory 7 stores write data as record data recorded on 
the optical disc 1 or read data as data that is read 
from the optical disc 1. The encoder/decoder block 6 
converts data that has been encrypted by the 
encrypting/decrypting block 5 - namely, write data as 
record data - into sectored data. In addition, the 
encoder/ decoder block 6 performs an error correction 
code encoding process, a modulating process such as EFM 
modulating process, and a frame synchronous signal 
adding process for the data. Moreover, the 
encoder /decoder block 6 adds address data as sub code 
similar to absolute time information recorded as 
wobbled grooves to record data. The encoder /decoder 
block 6 adds the similar address data to the header of 
the record data. 

The framed data supplied from the 
encoder/decoder block 6 - namely, record data - is 
supplied to a laser driver 8. The laser driver 8 
generates a drive signal for recording the record data 
to the optical disc 1. The drive signal that is output 
from the laser driver 8 is supplied to a laser diode of 
the optical pickup 3. Laser light that is modulated 
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corresponding to the drive signal is radiated from the 
laser diode to the optical disc 1 and recorded as data 
to the optical disc 1. The laser driver 8 is 
controlled by an APC (Automatic Power Control) circuit 
(not shown) disposed in an RF signal processing block 9 
so that the output level of laser light radiated from 
the laser diode of the optical pickup 3 becomes 
appropriate . 

Laser light necessary for reproducing data 
from the optical disc 1 is radiated from the optical 
pickup 3 to the optical disc 1. Laser light reflected 
by the optical disc 1 is detected by a four-divided 
photo-detector 15 disposed in the optical pickup 3. An 
output signal of the photo -detector 15 is supplied to 
an RF signal processing block 9 . In the RF signal 
processing block 9 , a matrix amplifier disposed in the 
RF signal processing block 9 calculates an output 
signal of the photo -detector 15 in a manner as will be 
described later and generates an RF signal as a 
reproduction signal, a wobble signal, a tracking error 
signal TE , and a focus error signal FE . The RF signal 
that is output from the RF signal processing block 9 is 
supplied to the encoder /decoder block 6 . A wobble 
detection signal as a wobbled grove detection signal 
obtained as a push pull signal is supplied to an AT IP 
demodulator 10. The tracking error signal and the 
focus error signal are supplied to a servo block 11 . 

13 



The encoder/decoder block 6 performs a 
decoding process such as an EFM demodulating process, 
an error correction code decoding process (namely, an 
error correcting process), and a process for 
disassembling reproduction data into sectored data for 
the RF signal supplied from the RF signal processing 
block 9. In the encoder/decoder block 6, the 
reproduction data is stored to the buffer memory 7, 
Reproduction data as read data that is read from the 
buffer memory 7 is output through the interface 14. 

As shown in Fig, 4, output signals of 
detector portions A and B of the four-divided photo- 
detector 15 disposed in the optical pickup 3 are added 
by an adding device 16a. Output signals of detector 
portions C and D are added by an adding device 16b. An 
adding device 16c generates an added output signal of 
the output signals of the four detector portions A, B, 
C, and D. Namely, the adding device 16c generates the 
above -described RF signal. A subtracting device 16d 
generates a difference signal of the added output 
signal (A + B) of the detector portions A and B and the 
added output signal (C + D) of the detector portions c 
and D . In other words , the subtracting device 16d 
generates a push pull signal . The difference signal is 
supplied as a wobble detection signal to the ATIP 
demodulator 10. 

The ATIP demodulator 10 supplies the wobble 
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detection signal to an FM demodulator disposed in the 
ATIP demodulator 10 through a band pass filter that 
passes only frequencies adjacent to a carrier frequency 
{22.05 kHz). The FM demodulator outputs a bi-phase 
signal. A clock signal is extracted from the bi-phase 
signal that is output from the FM demodulator. The 
clock signal is used for controlling the spindle motor 
2. In addition, with the clock signal, address 
information is extracted from the bi-phase signal. The 
address information that is output from the ATIP 
demodulator 10 is supplied to the controlling portion 
13. The controlling portion 13 controls a seek 
operation of the optical pickup 3 using the address 
information supplied from the ATIP demodulator 10. The 
controlling portion 13 is composed of a microcomputer. 
The controlling portion 13 controls the interface 14, 
the encrypting/decrypting block 5, the encoder/decoder 
block 6, the RF signal processing block 9, and the 
servo block 11. In addition, the drive has a display 
12 - for example, a liquid crystal display - controlled 
by the controlling portion 13. 

The frame synchronous signal, the tracking 
error signal TE, and the focus error signal FE 
extracted from the RF signal supplied from the RF 
signal processing block 9 and the clock signal supplied 
from the ATIP demodulator 10 are supplied to the servo 
block 11 . The servo block 11 performs a tracking servo 
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and a focus servo for the optical pickup 3 
corresponding to the supplied tracking error signal TE 
and focus error signal FE. In addition, the servo 
block 11 performs a spindle servo for the spindle motor 
2 corresponding to the frame synchronous signal . 
Moreover, the servo block 11 performs a thread servo 
for the feed motor 4 corresponding to a low frequency 
range signal component of the supplied tracking error 
signal TE. 

The optical disc 1 is for example a CD-R disc 
or a CD-RW disc. On the optical disc 1, to 
successively pre-format address information, grooves as 
guide grooves of laser beams are wobbled in the radius 
direction of the optical disc 1. Position information 
as wobble information or absolute time information is 
successively recorded. On a CD-R/CD-RW disc, with 
reference to address information obtained as detected 
wobble information, data is written to the optical disc 
1. On a CD-R/ CD-RW disc, the address signal is a 
signal frequency-modulated with a carrier of 22.05 kHz. 
By demodulating the push pull signal that is output 
from the RF signal block 9, the address information is 
obtained. The address information is referred to as 
ATIP {Absolute Time In Pre -groove) of which an absolute 
address on the optical disc is represented with 
absolute time information . 

On a CD-R/ CD-RW disc, grooves are wobbled by 



an FM modulation ( FSK) of ± 1 kHz with a carrier of 
22,05 kHz, When the FM modulated signal - namely, a 
push pull signal that is output from the RF signal 
processing block 9 - is demodulated, a bi-phase signal 
with a clock of 6.3 kHz is obtained. When the bi-phase 
signal is demodulated, data of 3150 bits/second is 
obtained. Since data for one second is equivalent to 
75 frames, one frame of ATIP data is composed of 42 
bits . 

An absolute address represented by absolute 
time information as address information has a format of 
minute, second, and frame {MSM format). Decimal 
numbers of the minute, second, and frame are 
represented in BCD (Binary Coded Decimal) notation. 
The absolute time information can represent addresses 
from 00 minute, 00 second, and 00 frame to 99 minutes, 
59 seconds, 74 frames, data for one second being 
composed of 75 frames. BCD is a method of which one 
digit of a decimal number is represented with four bits 
of decimal numbers. The above -described ATIP requires 
24 bits. The address representation portion of the 
ATIP may be represented in binary notation, 

Fig. 5A shows the data structure of one frame 
of the ATIP of a CD-R disc or a CD-RW disc. The first 
four bits are used for a synchronous signal . The next 
24 bits are used for an address representation portion. 
The last 14 bits are used for CRC (Cyclic Redundancy 
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Code). The synchronous signal is a unique pattern that 
does not take place in a hi -phase mark. The three 
eight-bit portions of the 24 bits represent decimal 
numbers of minute, second, and frame of address 
information (time information) in BCD notation. As a 
result, address information of up to 99 minutes, 59 
seconds, 74 frames can be represented. The absolute 
address information shown in Fig. 5A is equivalent to 
data of around 900 M bytes assuming that the data 
amount of one frame is 2 kbytes. 

As shown in Fig. 5B, the address 
representation portion of 24 bits may be represented in 
binary notation. The binary notation is applied for 
high record density discs that have larger data record 
capacities than a CD-R disc and a CD-RW disc. When all 
24 bits are used to represent address information in 
binary notation, since 2 24 = 16777216 , assuming that 
the data amount of one frame is 2 k bytes , data of up 
to around 33 Gbytes can be addressed. Thus , this 
format can be applied for high record density optical 
discs . 

In the format of a CD-R disc and a CD-RW disc, 
in a combination of high order four bits of each of M, 
S , and F ( those bits are always " 0 " ) , other information 
{not address Information) (referred to as extra 
information) can be represented. As for the most 
significant bit of M (minute ) , when M becomes "99", the 



bit may become "1 . However, actually, there are only 
discs whose record time is 80 minutes or less, Thus, 
the bit does not become "1". The extra information is 
recorded in the lead-in area of a CD-R/CD-RW disc. In 
the program area and the lead- out area, only address 
information is recorded. 

Fig. 6 shows the contents of information 
represented in combinations of three bits Ml, SI, and 
Fl each of which is the most significant bit of each of 
MSF. For example, {Ml, SI, Fl = 000) represents an 
address of the program area and the lead- out area. The 
most significant bits Ml, SI, and Fl and the address (M, 
S, F) of the program area and the lead- out area of the 
disc are combined. (Ml, SI, Fl = 100) represents an 
address of the lead-in area. {Ml, SI, Fl = 101) 
represents special information 1 - for example record 
power at reference speed. Moreover, additional 
information 1, additional information 2, and additional 
information 3 have been defined. In the current format, 
only the additional information 1 has been defined. 
Special information has been defined as Ml = "1", 
whereas additional information has been defined as Ml = 
"0" . These special information and additional 
information are extra information. 

In a CD-R disc and a CD-RW disc, a sequence 
of successive frames in the lead-in area has been 
defined as shown in Fig. 7 . As is clear from Fig. 7 , 



sequences are defined at an interval of 40 frames. At 
frame numbers N, N + 10, and N + 20 at intervals of 10 
frames, special information 1, special information 2, 
and special information 3 are placed, respectively. At 
N + 30, additional information 1 is placed. At other 
frames, regular addresses are placed. Thus, in the 
lead-in area, (Ml = "0") takes place once in 40 frames. 

According to the embodiment of the present 
invention, as the additional information 3 defined as 
(Ml, SI, Fl = 011), identification information for 
decrypting encrypted data - the identification 
information is for example generation information of a 
key (referred to as version number) - is recorded. The 
identification information is recorded in the stage of 
the production using the above- described optical disc 
mastering apparatus. As was described above, 21 bits 
of the 24-bit area except for Ml, SI, and Fl can be 
used. For example, 16 bits of 21 bits are assigned a 
version number and the remaining five bits are reserved. 
According to the embodiment of the present invention, 
the version number itself is recorded in an absolute 
address of an optical disc. Alternatively, an 
encrypted version number may be recorded on an optical 
disc. The version number itself is a number that 
varies corresponding to a predetermined rule. For 
example , the initial version number may be " 0 " . 
Thereafter, whenever key information is updated, the 
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version number may be incremented by 

Alternatively, whenever key information is updated, the 
version number may be decremented. 

The extra information represented by the 
above-described most significant bits (Ml, SI, Fl) is 
required for a high record density disc of which a 
record capacity of a CD-R disc or a CD-RW disc is 
extended so as to maintain the compatibility with 
conventional optical discs. Thus, in a high record 
density disc, when a predetermined one bit or a 
plurality of predetermined bits of the 24 bits are 
predetermined values , they represent an address of the 
lead-in area and extra information. A total of three 
bits starting from the most significant bit can be used 
as (Ml, SI, Fl) shown in Fig. 6. Thus, even in the 
binary notation, as was described above, a version 
number as additional information 3 can be recorded. A 
version number can be recorded in another record area 
for example additional information 2. 

In addition, the start position of the 
program area is fixed at a predetermined address. When 
an address is always a positive value , it is not 
necessary to record an address of the lead-in area. 
Thus , as information represented by (Ml , SI, Fl) = 
(100), a version number may be recorded. 

As was described above, with a version number 
recorded as a part of ATIP that is address information, 



data of content that is recorded is encrypted. The 
encrypting process is performed by the controlling 
portion 13 (see Fig. 1). Fig. 8 is a block diagram 
showing an encrypting function of the controlling 
portion 13 performed when data is recorded. 

As was described above, address information 
that is output from the ATIP demodulator 10 contains a 
version number. A version number recorded as ATIP in 
the lead-in area of ~an optical disc is denoted by VN A . 
When key information is stolen by a hacker, the disc 
producer changes the version number VN A of each optical 
disc. A version number detector 21 detects the version 
number VN A from address information supplied from the 
ATIP demodulator 10 . The version number VN A detected 
by the version number detector 21 is supplied to a 
comparator 22. 

In the controlling portion 13, a RAM 23 for 
managing a version number VN D and key information of 
the drive shown in Fig. 1 is disposed. The version 
number VN D (of the drive) that is read from the RAM 23 
is supplied to the comparator 22. The version number 
VN D stored in the RAM 23 is the latest version number . 
In other words , when data is reproduced from an optical 
disc on which the latest version number has been 
recorded, the version number VN D that is read from the 
optical disc is supplied to the RAM 23 and then the 
version number stored therein is updated. As another 
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method for updating a version number, the drive may 
obtain the latest version number VN D through a network 
such as the Internet and store the obtained latest 
version number to the RAM 23. Alternatively, by 
5 reproducing a medium such as a ROM obtained from a 

retailer with the drive, the latest version number may 
be obtained and stored to the RAM 23. 

M As a result of which the version number VN A 

P 

□ is compared with the version number VN D that is read 

W from the RAM 23, a control signal is output from the 

-P 

M comparator 22. The control signal causes a recording 

m 

s operation including an encrypting process to be 

Q 

y controlled corresponding to the relation between the 

version number VN A and the version number VN D . In 
addition, key information stored in the RAM 23 is 
supplied to the encrypting/decrypting block 5. The key 
information stored in the RAM 23 is managed 
corresponding to a version number including a 
generation number. Since it is necessary to decrypt 
encrypted data of content with key information of a 
former version, the RAM 23 also store key information 
of former versions . 

Next , with reference to Fig. 9 , a recording 
operation for the optical disc 1 performed by the drive 
will be described, the recording operation including an 
encrypting process . At step SI , the optical disc 1 is 
loaded to the drive . At step S2 , in the above - 
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described manner, a wobble detection signal is obtained 
from a push pull signal. By demodulating the detection 
signal, absolute time information as address 
information is read. The version number VN A is 
detected from the absolute time information. In 
reality, the optical pickup 3 is moved to the innermost 
peripheral area (lead-in area) of the optical disc 1. 
The focus servo, the tracking servo, and the spindle 
servo are closed so that the absolute time information 
as the address information is read. As a result, 
absolute time information is read from the lead-in area. 
Data of the absolute time information that has been 
read is supplied to the controlling portion 13. As 
shown in Figs. 5A and 5B, the controlling portion 13 
checks the absolute time information with CRC and 
extracts the version number VN A from the absolute time 
information . 

At step S3, the version number VN D of the 
drive is read from the RAM 23. At step S4 , it is 
determined whether or not the version number VN A 
matches the version number VN D corresponding to the 
compared result received from the comparator 22. When 
VN A = VN D , namely these version numbers match, using 
key information managed with the version number VN D 
that is read from the RAM 23, the encrypting/decrypting 
block 5 encrypts the data of content and records the 
encrypted data of content to the optical disc 1 (at 
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step s5 ) . 

At step S4, when (VN A =f= VN D ) , the flow 
advances to step S6, At step S6 , it is determined 
whether or not { VN& > VN D ) . When (VN A > VN D ) . it is 
clear that the version number VN A that is read from the 
optical disc 1 is later than the version number VN D 
stored in the RAM 23. In this case, at step S7, the 
user is requested to update the version number VN D 
stored in the RAM 23 to version information that 
represents the latest generation. In addition, the 
controlling portion 13 controls the 

encrypting/decrypting block 5 and the interface 14 so 
as to cancel the operation for encrypting data with key 
information managed by the former version number stored 
in the RAM 23 of the drive and for recording the 
encrypted data to the optical disc 1. For example, an 
alarm message that prompts the user to update the 
version number VN D is displayed on for example the 
screen of the display 12. The message is for example 
"Obtain the key of the latest version number through 
the Internet", "Load a new ROM disc", or the like. In 
one of the above-described methods, the user obtains a 
version number and key information managed therewith, 
updates the version number VN D stored in the RAM 23 and 
the key information, and restores the recording 
operation of the optical disc 1 . 

When the determined result at step S6 is NO 
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(namely, VN A < VN D ) , the flow advances to step S8 . At 
step S8, using key information managed with the version 
number VN D stored in the RAM 23, the data of content as 
record data is encrypted. The encrypted data of 
content is recorded. An alarm message that alarms the 
user of a former version number VN A of the optical disc 
1 may be displayed on the display 12. 

The above description focuses on a process 
for encrypting data of content and recording the 
encrypted data to the optical disc 1. However, in the 
reproducing operation, a version number is used. In 
other words, a version number VN A that has been read 
when the optical disc 1 has been loaded to the drive is 
also used to identify a key for decrypting encrypted 
data when it is reproduced from the optical disc 1 . 

In addition, the present invention can be 
applied for an apparatus dedicated for a reproducing 
operation, not a recording operation. A version number 
of key information is read from an optical disc. The 
version number is compared with a version number of key 
information of a reproducing apparatus and/or 
reproduced content . When the version number of the 
optical disc matches the version number of the 
apparatus, the apparatus decrypts the encrypted data 
and reproduces the decrypted data. In contrast , when 
the version numbers do not match, the apparatus 
controls a decrypting process in a manner similar to 



the recoding operation. For example, when the version 
number of the disc is later than the version number of 
the reproducing apparatus, the apparatus stops the 
reproducing operation and outputs a message on the 
display so as to prompt the user to obtain the latest 
version number, 

In the above description, a version number 
stored in the memory (RAM) of the disc drive (recording 
apparatus and/or reproducing apparatus) is used. In 
addition to the version number of the drive or instead 
thereof, a version number of data of content may be 
used. In this case, the version number is added at the 
beginning of the data of content. For example, data of 
content received through the network may contain a 
version number . 

In addition, according to the present 
invention, type information for decrypting (decoding) 
encrypted data (or compression-encoded) of content may 
be recorded in addition to a version number. In 
addition, data of a content may be compressed by a 
special encoding method and type information that 
represents the encrypting method may be recorded. In 
this case, software that represents an 

encrypting/decrypting method is stored to a memory of 
for example an encoder/decoder block of the drive 
instead of key information. In addition, the present 
invention can be applied for other data record mediums 



such as memory cards besides optical discs . 

According to the present invention, when only 
key type information is recorded to a data record 
medium, a key updating process can be performed. 
According to the present invention, key information is 
not recorded to a record medium. Instead, key 
information is stored in a memory of the drive. Key 
information can be extracted from the type information. 
If the memory of the drive does not store key 
information, the drive obtains the key information 
through the network or the like . Thus , it is not 
necessary to record the key information itself to the 
data record medium, the record capacity of the data 
record medium can be prevented from decreasing. 

In addition, according to the present 
invention, even if a data record medium does not have a 
ROM portion {read-only area) , key type information can 
be recorded. When a recordable optical disc such as a 
CD-R disc or a CD-RW disc is used, type information can 
be recorded as data of address information recorded as 
wobbling information of grooves . 
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